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FIRST REGULAR SESSION

HOUSE BILL NO. 512

96TH GENERAL ASSEMBLY

INTRODUCED BY REPRESENTATIVE LAIR.
0976L.02I D. ADAM CRUMBLISS, Chief Clerk

AN ACT

To amend chapter 542, RSMo, by adding thereto one new section relating to unlawfully
intercepting computer and el ectronic communication device information, with apenalty
provision.

Be it enacted by the General Assembly of the state of Missouri, as follows:

Section A. Chapter 542, RSMo, is amended by adding thereto one new section, to be
known as section 542.500, to read as follows:

542.500. 1. Asused in thissection the following terms shall mean:

(1) "Information”, includesbut isnot limited to data, images, sound, or any other
type of information or communication;

(2) " Spyingon another person”,includesbut isnot limited tolistening to, viewing,
monitoring, locating, controlling, manipulating, stealing from, tracking, harassing, or
intimidating another person.

2. A person commitsthecrimeof unlawfully inter cepting computer and electronic
communication device information if such person knowingly and without the knowledge
and consent of another person, and for the purpose of spying on another person:

(1) Usesor endeavorsto useor procuresany other person touseor endeavor touse
a computer program, cellular phone, or any other electronic or mechanical device to
intercept information stored in, received by, or sent from another person's computer,
cellular phone, or other electronic communication device; or

(2) Installs, downloads, or otherwise attaches or procures any other person to
install, download, or otherwise attach any type of computer software program or other
electronic or mechanical device to another person's computer, cellular phone, or other
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electronic communication devicetointer cept information contained in, stored in, received
by, or sent from such computer, cellular phone, or other electronic communication device.

3. Theprovisions of subsection 1 of this section shall not apply to:

(1) A law enforcement officer engaged in the performance of his or her official
duties;

(2) A parent actingin regard to hisor her child lessthan eighteen years of age;

(3) A school acting in regard to one of its students but only when the information
isbeingintercepted from or the deviceisbeing attached to a computer, cellular phone, or
other electronic communication device provided by the school to the student;

(49) An employer acting in regard to one of its employees but only when the
employer hasgiven written notice to the employee that the employer retainstheright to
inter cept information from or attach a device to any computer, cellular phone, or other
electronic communication device provided by the employer to that employee; or

(5) A person acting to protect another person in an emergency situation when a
reasonableper son would haveprobablecausetobelievethat theper son whoseinfor mation
is being intercepted is in imminent danger of suffering death, serious physical injury,
sexual assault, or kidnapping if immediate action isnot taken. The defendant shall have
the burden of injecting theissue of a defense under the provisions of this subdivision.

4. It shall not be a defenseto a violation of the provisions of this section that the
defendant was a spouse or relative of thevictim or that the defendant owned, purchased,
sold, loaned, or gave the computer, cellular phone, or other electronic communication
devicetothevictim for hisor her use.

5. In any case involving a violation of the provisions of this section if the
prosecution introduces evidence showing that information was inter cepted from or that
somethingwasinstalled, downloaded or otherwiseattached toanother person'scomputer,
cellular phone, or other electronic communication deviceto inter cept information from it
by the defendant or someonethe defendant procured to do so without the knowledge and
consent of the victim, such evidence shall create a rebuttable presumption that the
defendant'sactionswer edonefor thepur poseof spying on another per son, and theburden
shall then be on the defendant to rebut that presumption by demonstrating that he or she
did not act with that purpose.

6. Unlawfully intercepting computer and electronic communication device
information isa class D felony.
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